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Abstract. The Internet of Things is a revolutionary concept, within cyberphysi-
cal systems, rich in potential as well as in multifacet requirements and develop-
ment issues. To properly address them and to fully support IoT systems devel-
opment, Agent-Based Computing represents a suitable and effective modeling,
programming, simulation paradigm. As matter of facts, agent metaphors, con-
cepts, techniques, methods and tools have been widely exploited to develop IoT
systems. Main contemporary contributions in this direction are surveyed and re-
ported in this work.
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1 Introduction

Since early 2000s, technological advances in wireless communication, embedded pro-
cessing, sensing and actuation, are fueling rapid spread of novel cyberphysical artifacts.
Ranging from simple movement detectors and temperature sensors, to more sophisti-
cated smartphones and smart cars, they can sense the physical world, process data, and
impact the surrounding environment in different ways, for example by triggering ac-
tions through actuators or engaging customized users interactions. In the context of the
Internet of Things (IoT) [1], such devices have been massively networked and provided
with (different degrees of) intelligence, being defined as “Smart Objects” (SOs) [2].
They communicate with each other, as well as with conventional computing systems,
and cooperate in a synergic fashion, both on local and global scales, to implement cy-
berphysical applications in multitude of scenarios, e.g., industrial automation, logistic
optimization, energy management, public security, entertainment, ambient assisted liv-
ing and wellness, to name just a few.

To comprehensively support needs arising in complex development of heteroge-
neous [oT applications and systems, different mainstream paradigms and approaches
(especially in closely related fields of wireless sensor networks, distributed systems,
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ubiquitous and pervasive computing), have been jointly exploited [3]. Among these,
Agent-based Computing (ABC) [4] has been widely recognized as full-fledged, effec-
tive support for development of decentralized, dynamic, cooperating and open [oT sys-
tems, particularly in conjunction with other complementary paradigms, e.g., cloud [5]
and autonomic [6] computing.

In this paper, our intention is to show how ABC has been effectively exploited for
modeling, programming and simulating IoT systems. Indeed, the ABC provides ideas,
metaphors, techniques, methods and tools for systematically conceptualizing, realizing
and simulating distributed systems composed of heterogeneous interacting entities [7].
Therefore, in Section 2, we first provide some insights specifically focused on the main
IoT development issues and distinctive features of ABC. In Section 3, we survey sev-
eral contributions exploiting ABC in the IoT context, for modeling, programming and
simulation purposes. Ultimately, a brief analysis of surveyed state-of-the-art and some
final remarks conclude the work.

2 Background

2.1 Internet of Things Development Challenges

The Internet of Things consists of great number and variety of components (RFiD,
sensors, conventional laptops, micro and super computers, smartphones, robots, home
appliances, vehicles, etc.), network types (Bluetooth-based personal area networks,
ZigBee-based industrial networks, 5G and Wifi-based very dense metropolitan area net-
works, etc.), and stakeholders (citizens, private companies, public administrations, other
digital systems, etc.), thus constituting an extremely multi-facet global ecosystem [1].
Because of heterogeneity of IoT building blocks, lack of standards, massive scale (the
total number of “things” is forecasted to reach 20.4 billion in 2020) and rapid evolu-
tion, development of IoT applications and systems involves large number of require-
ments and issues [3]. In particular, IoT devices, also denoted as Smart Objects (SOs,
in contrast with simple resources as sensors, actuators, databases, etc.) are expected
not only to be intelligent, context-aware and autonomous, but also easy to use, reliable
and secure. The same desiderata should apply to all IoT systems that are expected to
be autonomic, scalable and open, thus avoiding the proliferation of poorly interoperable
“intra-nets of things” [6]. Beside the fulfillment of such requirements, unexpected issues
related to different development phases need to be considered and dynamically handled
(e.g., an already deployed application needs to expose new functionality and interfaces
for interacting with novel SOs). In this context, a multidisciplinary and systematic ap-
proach, involving different expertise for coping with the cyberphysical nature of IoT
ecosystem [8], is necessary. Henceforth, full-fledged IoT methodologies are gaining
traction [9], aiming at systematically supporting all development phases, addressing
mentioned issues, and reducing time-to-market, efforts and probability of failure.

2.2 Agent-Based Computing Paradigm

Agent-based Computing is centered around the concept of an agent [4], a sophisti-
cated software abstraction defining an autonomous, social, reactive and proactive en-
tity. Agents are situated in some environment (namely, world of perceived resources)
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and act to achieve their design objectives, exhibiting flexible problem solving behav-
iors. Agents, interacting and cooperating to solve/realize problems/services that are be-
yond the capabilities of a single agent, constitute a MAS (Multi Agent System) [4].
MAS:s are distributed and self-steering societies, featured by a strong situatedness and
well-defined organizational relationships, covering variety of domains (e.g., sociology,
economy, logistics). The above characterization, although not exhaustive, indicates that
ABC provides a set of key abstractions and metaphors for straightforwardly modeling
complex systems, their components, interactions and organizational relationships.

Beside modeling, ABC is also a well-established programming paradigm for con-
cretely implementing agents’ advanced features, and effectively addressing key require-
ments typical of modern (distributed) applications. Indeed, agent’s, society’s and envi-
ronment’s modeling abstractions have been exploited to devise a high-level, distributed
programming paradigm, centered around two cornerstones [10]: (1) encapsulation of
control (that consists in giving each agent its own thread of control and reasoning ca-
pabilities, thus designing context-aware entities with autonomous behaviors), and (2)
interaction (including coordination and cooperation mechanisms, based on high-level
asynchronous message passing). Here, adoption of shared communication standards
and management specifications (e.g., the IEEE FIPA-based system platforms and com-
munication languages [11, 12]) allows agents to act also as interoperability facilitators,
by incorporating within the agent society a variety of resources and existing legacy sys-
tems. Such advantages enable agent-based programming paradigm to enhance system’s
performance (i.e, computational efficiency, reliability, responsiveness, etc.), interoper-
ability and scalability, specially with respect to the centralized approaches.

Finally, computing systems, modeled and programmed following the agent-oriented
approach, can be straightforwardly simulated, for effectively studying macro phenom-
ena and patterns, as well as individual behaviors and environment evolution [13]. In-
deed, agent-based simulation allows evaluating agent-based systems exposing discrete,
not linear, adaptive behaviors even in highly interacting, distributed, scaling-up, virtual
scenarios. To properly exploit the surveyed agent-oriented metaphors, techniques and
tools, thus providing a systematical approach to the agent-based modeling, program-
ming, and simulation, several agent-oriented development methodologies have been de-
signed and successfully applied [14]. However, as highlighted in [15] and [16], ABC
is neither a universal nor necessarily effective development solution, since agent-level
and society-level pitfalls can occur from different perspectives (management, concep-
tual, design, etc.), thus outweighing any agent-related benefits. Therefore, the adoption
of ABC paradigm needs to be carefully assessed.

3 Agents’ Contribution in Developing IoT Systems

The agent-oriented view of the world is perhaps the most natural way of approaching
several types of (natural and artificial) systems, featured by a relevant complexity, dy-
namicity, situatedness and autonomy [7]. In particular, strong conceptual relation exists
between agents and SOs, as well as between MAS and IoT systems [43]. Thus, consid-
ering the entire set of requirements and issues related to the development of IoT sys-
tems, ABC has been exploited for modeling, programming and simulating IoT applica-
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tions and systems, and thus systematically driving and speeding-up their development.
The most relevant contributions which exploit ABC for these purposes have been sur-
veyed and compared, according to their provided agent-based features in Tab. 1, sum-
marizing the outcomes of subsections 3.1-3.4. In detail, for each contribution, Tab. 1
indicates if it performs a fine or coarse grained agent-based IoT entity modeling, if it
implements mechanisms for (technological/syntactical/semantic) interoperability, au-
tonomicity, cognitivity, virtualization or security, if (and how) it performs IoT system
simulation, and finally, if it presents an agent-based IoT development methodology.

Table 1. Surveyed works and provided agent-based features - T=technological, Sy=syntactical,
Se=semantic interoperability; A=autonomicity;, C=cognitivity; V=virtualization; S=security.

Agent-based Agent-based Agent-based Agent-based
Surveyed work . . . .
IoT model (IoT implementation|IoT simulation
<name, ref. > Tine [Coarse IoT Methodology
. . T|Sy|Se|C|A|V| S |Pure| Hybrid
grained|grained
Cascadas, [17] X X| X X
iCore, [21] X X|X|X|X X
ACOSO [6], [9],
[22]. [42]. [43] X X| X | X [X|X|X X X
UBIWARE, [19];
UBIROAD, [26] X X X| XXX X
[29] X XX X
[44] X X|X|X| XX X
AoT, [27] X XX XXX
Smart Grids, [40] X X X
[41] X XX X X
TAEC, [39] X XXX [XIX| X
CloT, [32] X X|X|XX| |X] X
iSapiens, [23] X X| X X| X
[31] X XX X
Radigost, [38] X XX X
ASSIST, [45] X X[ X[ XX[ X X
BEMOSS, [25] X XX X| X
INTER-IoT, [50]| X XXX XXX X X X
VICINITY, [33] X X X[ XX [X] X
SOL, [28] X X|X|X| X
[20] X X|X|X
[24] X |X[X X
[30] X XX XX
Smart Santander,
[35] X |X|X|x X| X
[34] X XXX X| X
Prometheus, [46]] X X| X[ X X| X X
ASEME, [18] X X|X|X X| X X
SAMSON, [51] X X X
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3.1 ABC as IoT Modeling Paradigm

Agent-based modeling allows capturing key characteristics of SOs and IoT systems,
at different degrees of granularity and in a technology-agnostic way. Indeed, SO auto-
nomicity, proactiveness and situatedness are implicitly embedded in the agent model,
while other important SO features can be explicitly described through agent-related
concepts. This is the case of [17,24], [51], which express SO functionalities in terms
of goals, SO working plan in terms of behaviors, and SO augmentation-related compo-
nents (like knowledge bases, sensors and actuators) in terms of dynamically bindable
agent resources. However, these works adopt different mechanisms for specifically char-
acterizing SOs/agents. In particular, in [18, 20] each agent/SO has a role (taken from a
scenario-dependent repository, e.g., smart car, smart driver-support or smart road for
the transportation context) that determines, by default, its own behaviors, goals and
communications paradigms; similarly, in [21], SO/agent plans and goals are encoded in
templates reflecting their functionalities. Other contributions do not reference a-priori
defined roles or templates. For example, in [17], each agent/SO has a self-model (an
automaton) driving its actions according to stimuli (modeled as messages) from other
agents or the environment. Similarly, in [22, 23], SOs’ actions/reactions are encoded in
behaviors, driven by incoming (internal/external) events and design goals (encapsulated
in state-based tasks). Finally, in [24], SO/agent self-state is dynamically determined by
combining its real-time sensor data, position and status of computational units.

Furthermore, surveyed agent-oriented SO models are particularly suitable for sup-
porting preliminary development phase of analysis, abstracting main SOs features from
low-level details or specific implementation constraints. Beside the satisfactory “per-
se” agent-based SOs descriptions, however, further research efforts are necessary to
thoughtfully model relationships among cyberphysical agents/SOs interacting within
physical everyday environments. Nevertheless, agent-based IoT models represent a con-
venient starting point for subsequent phases of agent-oriented programming and simu-
lations [9].

3.2 ABC as IoT Programming Paradigm

Because of deep heterogeneity of resources and communication protocols in the IoT
context, many authors propose an agent-oriented approach for programming uniform
interfaces and thus transparently interacting with resources and SOs. Authors of [19],
[21,22], [26], [29], exploit software adapters (developed for specific technologies and
coordinated internally by a device manager [22]) for accessing agent/SO augmentation
devices. This approach improves modularity and extendibility, since it leverages plug-
gable software components that can be defined when needed, and customized within the
target resource. Instead, [20], [25], follow a different approach: each resource is directly
coupled with one agent that interfaces the resource itself with the related SO, or with rest
of the system. This solution completely hides the underlying technological heterogene-
ity, but it is not suitable for such constrained devices that cannot support an agent-based
architecture. Apart from resource handling, agent-oriented programming contributes to
overcoming lack of communication/coordination standards within the IoT arena: (i) by
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implementing the IEEE FIPA ‘de facto’ standard specifications [11], and (ii) by support-
ing the SOs virtualization [21], thus paving the way towards integration of the agentified
SOs within the Cloud [5], [23] (outsourcing computation/storage, and thus mitigating
the SO hardware/software limitations) and with Web Services [27] (thus enhancing
the SOs accessibility). Indeed, FIPA specifications standardize message format (specif-
ically, the Agent Communication Language [12], ACL, is used for encoding message
envelope) and message content (whose concepts, typically expressed through metadata-
oriented languages, refer to ontology for facilitating data and the context management),
and provide effective message transport service (leveraging on both semi/centralized
and distributed services of agent discovery). Conversely, SOA and REST make SOs
functionalities accessible under the form of Web Services over standard Internet proto-
cols that are platforms and programming languages independent [31], [38].
Summarizing, agents are powerful mechanisms that realize the following functions:

— technical interoperability through shared resource/communication interfaces, as em-
phasized in [17], [22],[28], [30], [35], [38] (however, agents developed by different
organizations are unable to interoperate well, as FIPA standard arent ready to sup-
port full interoperability in real-time/distributed control and diagnostic [47]);

— syntactical inteoperability through a shared message format, because ACL is adop-
ted across FIPA standard obeying platforms for message envelope, while XML and
JSON are used for message content in [19, 20], [29], [31], [33], [35] (but it is worth
noting that ACL is a ‘de facto’ standard and other languages, like Knowledge Query
and Manipulation Language, KQML, have some success [15]); and

— semantic interoperability through shared ontology and knowledge representation,
as particularly done in [19, 21], [26], [32], [34, 36] (although this function is quite
limited and underveloped due to the scarcity of grounded domain-specific ontology
and semantics [16]).

At a higher level of conceptualization, agents allow to straightforwardly instill smart-
ness and autonomy within a single SO, and realize cognitive and autonomic 10T sys-
tems [6], [37]. In fact, agent-based programming paradigm enables development of
(i) self-configuring, self-healing, self-protecting and self-optimizing SOs/IoT systems,
that are manageable with a minimum human intervention [17], [28], [30], [39]; and
(i) self-learning, context-aware and adaptive SOs/IoT systems [21], [32, 33], capable
of solving problems without requiring human assistance. Autonomic and cognitive fea-
tures are particularly important for ensuring self-management, distributed intelligence
and scalability, but also in the perspective a secured and trusted IoT scenario, support-
ing the implementation of conventional, as well as unconventional, trust mechanisms.
The first case refers to certificate-based reputation systems [21], [39]; the second one
refers to the Social IoT approach [23], [25], [33], [45] that leverages on the inter-SOs
relationships (e.g., location, ownership, chronology of mutual interactions).

3.3 ABC as IoT Simulation Paradigm

Particularly in the IoT context, where interactions are subject to variety of contingent
factors [51] (e.g., SOs density, physical network design, traffic congestion, wireless
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signal attenuation and coverage), and deployment is often error prone and time con-
suming, being able to simulate the system plays a crucial role [42, 43]. In fact, it allows
understanding overall dynamics, estimating performance, and validating models, pro-
tocols and algorithms featuring under-development SOs and IoT systems. Although
agent-based simulators allow effectively inspecting high-level aspects such as the raise
of collective dynamics and behavioral patterns, they typically neglect, or coarsely han-
dle, low-level communication issues, thus resulting in quasi aseptic simulation environ-
ments that are far from the actual cyberphysical IoT scenarios [40], [45]. Therefore, au-
thors in [6], [41, 43], propose an hybrid approach, based on joint exploitation of agent-
oriented modeling and network-based simulation. Such complementary approach al-
lows mitigating limitations of pure agent-based simulation (but maintaining advantages
derived from ABC) and effectively simulating IoT systems of different scales (from
small ad-hoc networks, to large and dense Smart Cities) with variety of configurations
(different communication patterns, protocols, parameters) [6], [42,43].

Differently from well-established agent-based modeling and programming para-
digm, research in agent-based IoT simulation is in its infancy. However, considering
that currently IoT-specific simulators are not available, the hybrid agent-based approach
represents one of the few state-of-the-art candidates for supporting the crucial activity
of IoT system simulation. Overlooking such aspect could be a critical pitfall that com-
promises the agents acceptance in the IoT context, since MASs have no central control
and thus unpredictable and emergent behaviors are likely [47].

3.4 Agent-Based Methodology for IoT

Some agent-oriented methodologies have been specifically extended for the IoT con-
text [18], [46], or ex-novo designed [9], [44]. However, beside disciplining the exploita-
tion of agent-based suite of models, programming techniques and simulation tools [46],
requirements that are typically overlooked by agent-based methodologies need to be
considered. In this direction, to support the IoT system development in all its phases,
the aforementioned agent-based methodologies:

— thoroughly consider the cyberphysical nature of the involved entities and environ-
ments, foreseeing by design, solutions for interoperability, security and scalabil-
ity [9], [44], [46];

— emphasize identification of IoT users and stakeholders, depicting significant use
cases through textual descriptions [44] and technical notations, like UML (Unified
Modeling Language) [18] or BPMN (Business Process Model Notation) [46], for
meeting different expertise and perspectives;

— define the proper management, coordination and virtualization mechanisms [9],
typically situating them at the middleware level [48,49], for gluing hardware and
software components;

— analyze infrastructural features and limitations according to the specific IoT system
requirements [18], [44], since these factors cannot be considered independently;

— provide guidelines and best-practices for unbinding developers from a specific tech-
nology or protocol, driving and promoting integration of different computing para-
digms and application contexts [9], [50].
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Without extensively dealing with all these factors, even effective and well-known
conventional agent-based software development methodologies like Tropos [52] are
definitively inadequate, and unable to actually unfold the full IoT potential.

4 Analysis and Concluding Remarks

IoT full realization is not hindered by hardware constraints or computational / storage
/ communication limitations, but by some requirements that have not been totally or
simultaneously addressed. Leveraging agents key features of autonomy, proactiveness,
intelligence and sociability and, according to the numerous contributions surveyed in
this work, we believe that ABC can be effectively exploited as modeling, programming,
and simulation paradigm for developing [oT ecosystems. Indeed, better than other com-
puting paradigms (object-oriented, service-oriented, component-oriented) and both at
things and at system levels, ABC allows modeling at different degrees of details, fa-
cilitating (technical, syntactical and semantic) interoperability, autonomicity and dis-
tributed intelligence, and validating multiple design choices, before their actual deploy-
ment. In addition, agent-based methodologies can be extended and then reused for sys-
tematically driving the complete development process, also supporting integration with
other paradigms (e.g., cloud computing, business process management) and reducing
the probability of failure and time-to-market. However, before blindly adopting ABC
in the 10T (as well as in any other development context), three main pragmatic aspects
need to be considered, otherwise the overheads of dealing with agents could outweigh
any benefits of an agent-based solution. First is related to relative immaturity of agent
technology (born and raise mainly in the academia more than in the industry) and small
number of available agent-based commercial platforms [15], which made no signifi-
cantly progresses in the last decades [16], especially with respect to standardization
and semantic interoperability (while, as discussed, such requirements are fundamental
for the IoT). Second is related to the investment (in terms of both time and resources)
needed for implementing agent-based IoT solutions, which are typically more costly
than conventional centralized and service-oriented ones [47] (widely reused, for exam-
ple, in the Web of Things [53]). Last one is related to old, but still common, misappli-
cations and misconceptions, such as:

— everything can be profitably agentified: agents are intrinsically autonomous multi-
thread problem solvers, thus an agent-based solution may be inappropriate for sys-
tems requiring only a single thread of control [15] (e.g., simple [oT monitoring
applications) or unsustainable in the case of constrained IoT resources and de-
vices [16] (unable, for example, to implement mechanisms for automatically han-
dling conflicts among policies, synchronizing accesses to shared resources, devel-
oping distributed intelligence);

— agents are a universal solution: not all classes of IoT applications are suitable for
agent-based techniques (for example, just 30% of control tasks and 60% of diag-
nostic tasks in the industrial scenario [47]).

Ultimately, as highlighted across this survey, we want to remark that the adoption of
ABC paradigm needs to be carefully assessed but, as proved by the several contributions
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presented in this work, it represents to date the most suitable choices for effectively
developing the majority of advanced (current and future) IoT systems.
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