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B Task:

+ Design protocol of eastablishing transaction between two

agents:
> Client
> Shop
+ Third entity (Bank / CashHolder / PayPal) secures
transaction sides.

+ Protocol should be secure for both: Client and Shop
B Conditions:
+ Individual work

B Outcome
+ Sequence diagram describing protocol

B Deadline: 10.04.2007




w Why this is so important ?

B Example
+ Deployment of ATM in USA

® Documentation

+ UML's Sequence Diagram
http://www-128.ibm.com/developerworks/rational/library/3101.html

+ Interaction Protocols Specifications
http://www.fipa.org/repository/ips.php3
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http://www-128.ibm.com/developerworks/rational/library/3101.html
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sequence diagram
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Marcin Smialek

Buyer Bank Seller
m E ! Notes / assumptions:
propose E - E - Bank 1s trusted.
, reject-proposal ! - Product checking operation is short.
) 1 - Both buyer and seller know the deadline of transaction
T accept-proposal i ¢ i and have to accept or reject it.
b ! | - Seller has to deliver product and get buyer’s sign
money, deadlige | | before deadline or money is returned to buyer.
| inform - Bank knows the deadline and when no buyer sign is
| decline g bossible delivered, or seller denial 1s received, money is returned
| “possible deadline to buyer.
L < money, inform | | . dline | - Product check at deadline is understood as fault of
| seller. This problem could be solved by making buyer
H transport with product E i and
reject / timeout, product back > transport guy call bank to check deadline or extend it by
| ‘ - short time, but it makes virtually no sense.
Jpossible - Another approach would be using bank with storage,
| < money, inform | | - diine which would wait for both money and product, check if
U : everything is ok and forward money / product or return
" [_accept, buyer sign | S | them. Again, it’s too unrealistic.
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Pawel Olesiuk (perform)

Cliemnt Shop Bank

1. == REGLEST == orderGoods(Book) |

— ]

o 1.1 == INFORM == confirmOrderitrangaction 1D, §i)

|
3 makeF‘ayment(transaétinn D, $%)

|
|
afl: == INFORM == receiveCashitransaction 1D,

311 confirmPayment $Y = $ (tranzaction 10}

312 deliveryGoods(Book)

—_——— — — — | ==

e e e

order 1s performed:
transaction ID - order transaction identifier
$X - cost of order
$Y - how much client have paid




Pawel Olesiuk (cancel)

Client Shop Bank

I
2 == REQUEST == orderGoods(Book) |

21 == [NFORM == confirmOrderitransaction 1D, §5 J

I
4 makeF‘ayment{tranéactinn 10, &7

|

I

I

41: == [NFORM == receiveCashittansaction (D, §Y)

I
\T 41.1: cancelOrder §% == X (fransaction 10 |

I
4.1.1.7: returnPaymentiransaction 1D, §1)
I

B e

order 1s cancelled:
transaction ID - order transaction identifier
$X - cost of order
$Y - how much client have paid




the Bank has the ability to store
products as well as money

!_,,-" E hank shop
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no such opportunity

- :'ITx bank shop
client (security provider) (seller)
. I
(buyer) : ,
I ordering the product :-l
confirmation that product is availahle
i 1
sending money -
W thal MONEY are recemed
confirming that money are receil.r:e'i
sending the product
confirming the npoduct -
- sending the product Sending money -
goniirming that theproduciisreceived cn-il_;tl.t‘nu.ug' ing that money are receivea
| I |
! 1




W Andrzej Borowczyk (Secured4Both

Sequence diagram far a transaction that is secure far both
sides. The client is sure that hefshe will receive the prodeout.
The shop iz sure that it will be paid. The third party, called it
SecBank, assures that the following condition is satisfied.

Both client and shop are secured

during transaction.

Client

Assume that the product

is available, i.e. the client

has to be synchronuous
here since SecBank will
not contine until client
makes through the web
page the payment

SecBank

already knows that.

Shop

_1: Reduast for a product)

|

1.1.1: Start secure paying wehpaged

1.1: Requestto start secure transactiond

1.1.2.1: Is5ue the product)

The money is kept by
SecBank and notissued
to the Shop immediately.

.2 Tell the shop that the client Was putthe money into the def;

it

1.1. 211 The bank gets the confirmation of receipt of the |

~. |The Shop is now sure

roducty Sthat it will get the money

L]
3

The cient when received
the product had to sign a
receit, so hefshe can not
deny the fact. Typical
post service ar dhlfedex
practice, so no problem
here.

ifit sends the product.
Oin the other hand it will
not get the money until
the Client gets the
product.

1.1.2.1.1.1: Transfer maney to the shop accountd

———

Mow the SecBank is
sure that the client has
received the product sa
the money can he sent
to the shop.




w Andrzej Borowczyk (Real

The sequence diagram kS
for real life anline
shopping experience
where the client first pays . . . .
the money and after it the lee buy1ng ln Merlln
shopissues

hirn/her the product. Itis <

secure anly far the shop. OIl—llIlC bOOkStOI’G.
The client has no
guarantee of receiving the
product.

Clignt Shap Bank

1:requestto buy a productd

[tis already known that
the productis availahle,
ete.

Synchronuous mesaage'l‘-
is sent due to the fact
that the shop will not

— — ~ Tproceed with issuing the
product unless it gets a
return infarmation from
the bank telling it that the
payviment has been
made.

—_——————— ]

1.1: Requestto start secure transaction)

1.1.1: Start secure paying wehpaged

Tell the bankto make a transfer from rmylapcount to shop account

1.2: Issue the product to the client(




Edilbek Slanov

Client Shop Bank

1. Chooses itermn(

2. Information ahout itern priced |

L
3 Pay fipr iterm

I
|
i
|
i
|
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|
4. Zhecking clieht's account far avialable moneyd
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A Payiment canfirmation) |
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L
|
|

f: Delivering itermi
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if chent wants
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I5 then ended

CLIENT SHOP CASH-HOLOER
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— I I
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| | i
y 'i  [preduct_recaived] end of transaction :
| )
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Michat Oglodek

Client Shop PayFal Bank
| | |
| 1: Add product to basket) ._l |
1.1: Ternporarily reserve the product for user) |
< |
Confirm reserning product in hasket |
________________ T 2.1: Redirectto PayPal where user can pavQ |
2 Proceed to checkoutd Fl Pass the information about amount that should be paidd > |

[2.1.1: Present payment methads (Cradit Cards, Bank Transfers etc))

i)

3: Pay with the selected payment method()

3.1 Confirm payment()
:|4 T 3.2 Confirm payment made by user()

T 3.2.1: Send the product to userd

3211 Confirm if productwas received and was ok

32111 fconfirmation was ok, Send money to shop account() ’D

Ifproductwasnt received, send money backto user account

e

Ifproduct was received, bhut not caorrect, explain with hoth parties) |

I wasn't able to use Interaction Operators (to be more specific 'alt’
- alternative operator - I made a proper notes below message arrow)




» Homework #1

B Task:

+ Design and implement transaction protocol
m Conditions:

+ Individual work
m Qutcomes

+ Sequence diagram describing protocol

+ Ontology designed in Protege

« Implemented JADE Agents:
> Agents: BankAgent, ClientAgent, ShopAgent
> Protocol implemented with use of FSMBehaviour class.

B Deadline: 23.04.2007
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